Hpuiaoxenue Ne2.

NudopmannonHasi naMsaTKA I 00y4AOLIUXCS AJIs1 pa3MelleHHsl Ha
opunuaabHbix UHTEpHET-pecypcax

C KaXIbpIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAaHOBHUTHCS OOJIBIIE, a IMKOJIbHUKH
OJHU M3 CaMbIX aKTHUBHBIX IOJIb30BaTelell PyHera. Mexay TeMm, IOMHMO OIPOMHOIO
KOJIMYECTBA BO3MOXKHOCTEH, HMHTEPHET HECeT M MpoOJIeMbl. DTa MaMsaTKa JOJDKHA
IIOMO4Yb TeOe O€30IMacHO HaXOAUTHCS B CETH.

KomunbrorepHbie BUPYChI

KomnbioTepHslii BUpPYC — 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX MPOTrpamw,
OTJIMYUTENILHON OCOOEHHOCTHIO KOTOPOU SIBIISIETCS CIIOCOOHOCTH K PA3MHOXKEHHUIO.

B nononHeHune kK 3TOMy, BUPYCHl MOTYT TIOBPEAHUTH WM MOJTHOCTHIO YHUUTOXKHUTD
Bce (ailibl W JaHHBIE, MOJKOHTPOJIbHBIE MOJIB30BATENI0, OT MMEHU KOTOPOro Oblia
3amynieHa 3apak€HHash MNporpaMmMa, a TakKe MOBPEIUTh WM JaXKe YHHUYTOXHTh
OTIEpAIlMOHHYI0 CHUCTEMY CO BcemHu (haiimamMu B 1eloM. B OONBIIMHCTBE ClydacB
pPacpoCTPaHSIOTCA BUPYCHI U€pe3 UHTEPHET.

MeTo b1 3a1IUThI OT BPEAOHOCHBIX MPOTPAMM:

1. Wcrnonb3yil COBpeMEHHBIE OIEpPAlMOHHBIE CHCTEMbl, HMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX TIPOTPamMM;

2. IlocrosstHHO ~ ycTaHaBnuBail  mautu  (uuMdpoBble  3aIUIaTKH,  KOTOpPbHIE
aBTOMATHUYECKU YCTAHABJIMBAIOTCA C IIEJIbIO JTOPAaOOTKU MPOrpaMMbl) U APyrHe
OOHOBJICHHSI CBOEH omepaloHHOW cuctembl. CkauMBail HMX TOJBKO C
opurmanpHOoro  caiira paspadorunka OC. Eciu cyimectByeT  pexum
aBTOMAaTUYECKOT0 OOHOBJIECHUS, BKITIOUH €T0;

3. PaGoraii Ha cBOoeM KOMIBIOTEpE IO TMpaBaMU TIOJB30BATENs, a HE
aIMUHHUCTpPATOpa. ODTO HE MO3BOJIUT OOJBUIMHCTBY BPEAOHOCHBIX MPOTrpaMM
WHCTAJUTMPOBATHCS HA TBOEM MEPCOHATEHOM KOMITBIOTEPE;

4. Vicnonw3yi AHTUBUPYCHBIC pPOrpaMMHbIE IPOJTYKTHI U3BECTHBIX
MIPOU3BOAMTENEH, C aBTOMAaTUYECKUM OOHOBJIEHUEM 0a3;

5. OrpaHndb PU3NUECKHUM TOCTYI K KOMIBIOTEPY AJIs1 TOCTOPOHHUX JIMIL;

6. Ucnonb3yil BHemIHWE HOCUTENU WHGOpPMAIMM, TaKue Kak Quienika, JUCK WU
¢aitn U3 UHTEpHETA, TOIBKO U3 MPOBEPEHHBIX NCTOYHUKOB;

/. He oTkpbiBail KOMMBIOTEpHBIE (pailyibl, TIOJYYEHHbIE W3  HEHAJEKHBIX
UCTOYHUKOB. Jlaxke Te (pailsibl, KOTOpblE MNpHUCIal TBOW 3HAKOMBIM. Jlyumie
YTOYHH Y HETO, OTIPABJISUI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi — 310 He Buj mepenayu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OPEH],
mapka. Eme B 1991 ronmy Huaepinanickas KOMIAHUS 3aperucTpupoBaiia OpeHa



«WECA», uyrto o0o3Hayano cinoBocoueranue «Wireless Fidelity», koropsbiit
MEPEBOIAUTCS KaK «OeCIpOBOAHAS TOUHOCTbY.

Jlo Hamiero BpeMeHu Jouuia Jpyrasi abopeBuarypa, Kotopast sIBISIETCSl TaKOH ke
TexHojorue. Ito abopeBuarypa «Wi-Fi». Takoe Ha3BaHMe ObUIO JAaHO C HAMEKOM Ha
CTaHAapT BBICIIUKA 3BYKOBOM TexHuku Hi-Fi, uro B mepeBoje o3Hayaer «BBICOKAs
TOYHOCTB.

Ja, OecrnaTHBIH HHTEPHET-IOCTYN B Kade, OTeNsX U a’pornoprax sBIsieTCs
OTJIMYHONW BO3MOMKHOCTBHIO BBIXO/a B MHTepHET. HO MHOruMe sKkcmepThl CUMTAIOT, YTO
obmenoctynusie Wi-Fi ceTu He ABIstOTCS O€30MaCHBIMH.

CoBeThl 110 0€30MaCHOCTH padboTe B 00IIeI0CTYIHBIX ceTsx Wi-fi:

1. He nepenasaii cBoro J1nuHyro uHpopmanuio yepe3 ooduienoctynusie Wi-Fi ceru.
Paboras B HuX, ’KeJaTelbHO HE BBOAUTH MApOJM JOCTYIA, JJOTUHBI U KaKUE-TO
HOMEpA;

2. Wcnonp3yit u 0OHOBIIAN aHTUBUPYCHBIE IporpaMmbl U Opanamayep. Tem cambiM
ThI 00€30MacuIllb ce0sl OT 3aKauKU BUpPYyca Ha TBOE YCTPOWUCTBO;

3. Ilpu ucnons3oBannu Wi-Fi otkmioun ¢ynknmio «O0muii qoctyn K daitnam u
npuHTepam». JlanHas GyHKIMS 3aKpbITa MO YMOJIYAHHUIO, OJHAKO HEKOTOpHIE
MOJIb30BATEIM AKTUBUPYIOT €€ Mg yI00CTBAa HUCIHOJb30BaHUS B padOTe WU
yueboe;

4. He ucnonw3yit myonuunsiii WI-FI niisa nepegaun TU4HbIX TaHHBIX, HAPUMED IS
BBIXO/Ia B COLIMAJIBHBIE CETH WU B 3JIEKTPOHHYIO MOYTY;

5. Hcnonp3yit Toapko 3amuiieHHoe coeaunenue udepes HTTPS, a ne HTTP, T.e.
pu Habope BeO-azipeca BBOAU UMEHHO «https://»;

6. B moOwibHOM Tenedone orkmoun (yskiuo «[loakmoueHne k- Wi-Fi
aBTomMaTudecku». He momyckail aBTOMaTHuecKoro MoOAKIIOYEHUs YCTPOMCTBA K
cersim Wi-Fi 6e3 TBoero cornacus.

ConnaJjibHbIe ceTH

ConuanbHple CETH aKTUBHO BXOJAT B HaIllly >KU3Hb, MHOTHE JIIOJU PadOTAOT U
KUBYT TaM MOCTOSHHO, a B Facebook yke 3aperucrpupoBaH MUIMapi 4YelIOBEK, YTO
SIBJISIETCS. OJJHOU CeIbMOM BCEX KUTENIEH TUIaHEThI.

MHorue moib30BaTelIi HE IMOHUMAIOT, YTO MH(pOpMAIUA, pa3MEIICHHAs NMH B
COITMATBHBIX CETSIX, MOXKET ObITh HalJICHa U UCTIOJIb30BaHA K€M YTOJTHO, B TOM YHCJIC HE
00s13aTeNIbHO ¢ 0JIarMMU HaMEPEHUSIMU.

OcHOBHBIE COBETHI 10 0€30IMaCHOCTH B COLMAIBHBIX CETIX:

1. Orpannub cnucok Jpy3ed. Y TeOst B Apy3bsiX HE JIOJDKHO OBITh CIy4alHBIX U

HE3HAKOMBIX JIIOJICH;

2. 3amumiai CBOIO YacTHYIO *KU3Hb. He ykaspiBail maposu, TenedoHsl, aapeca, aaTy

TBOETO POXIAEHUA U JIPYTyI0 JUYHYIO MH(POpMAIio. 3JI0YMBIIUICHHUKH MOTYT



UCIIOJIb30BaTh J1a’ke MH(OPMAIIMIO O TOM, KaK Thl U TBOU POJIUTENH IIAHUPYETE
MIPOBECTU KaHUKYIIBI;

3. 3amuinaii CBOI peryTanuio - IEPKU €€ B YUCTOTE U 3ajJlaBail cebe BOIpocC: XOTel
OBl ThI, YTOOBI APyTrHe MOJB30BATENU BUAEIHU, UYTO Thl 3arpyxaemb? Ilogymaii,
IPEXKIE YEM UYTO-TO ONyOJIMKOBATh, HAIIMCATh U 3arPy3UTh;

4. Ecnmu Thl TOBOpHILb C JIOJbMH, KOTOPBIX HE 3HAElllb, HE MCHOJB3YyH CBOE
pearbHOe UMS U APYTYIO JUYHYI0 HH(POpPMALIMU: UM, MECTO KUTENbCTBA, MECTO
yueObl U pouee;

5. U36erait pasmemenus Qororpadmii B MHTEpHETE, TAE ThI H300pakKeH Ha
MECTHOCTH, 110 KOTOPOH MOYKHO OIPEEIUTh TBOE MECTOIOIOKEHHE;

6. Ilpu peructpanu B cOLMAIbHOW CETH HEOOXOJUMO HCIIONB30BATh CIIOKHBIC
[apoJIx, COCTOSIINE U3 OYKB U IU(P U C KOJTUUYECTBOM 3HAKOB HE MEHEE §;

7. Jlnsg couManbHOM ceTH, MOYTHl U JPYTHX CAMTOB HEOOXOIUMO MCIIONb30BATh
pasupie maponu. Torma ecnu TeOs B3IOMAIOT, TO 3JOYMBIIUICHHUKHA MOTy4YaT
JOCTYII TOJILKO K OJIHOMY MECTY, a HE BO BCE Cpa3zy.

DJIeKTPOHHBbIE IEHbI'U

DNEeKTPOHHBIE JIEHBI'M — 3TO OYE€Hb YAOOHBIM CIOCOO IIaTeked, OJHaKO
CYILIECTBYIOT MOIIEHHUKHU, KOTOPbIE XOTAT MOJYYUTh 3TU JE€HBIH.

ONEKTPOHHBIE JIEHBIM MOSIBUWIMCh COBCEM HEJABHO M MMEHHO M3-3a 3TOr0 BO
MHOTHX TOCYAapCTBAX J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM ()YyHKIMOHUPYIOT U O HUX YK€ MPONUCAHO B 3aKOHE, I/Ie UX
pa3zeNsaoT HA HECKOJIBKO BUIOB — aHOHUMHBIE M HE aHOHUMHBIE. Pa3HHIIa B TOM, 4TO
AHOHMMHBIE — OJTO T€, B KOTOPBIX pa3pemaercss MNPOBOAUTH omepanuu 0e3
UACHTU(UKAIMM TI0JIb30BATENS, @ B HEAHOHMMHBIX HJCHTHU(PHUKAIUHU TMOJIb30BaTENs
ABIISIETCS 00S3aTENIbHOM.

Taxkxe crnegyer pasnuyarth  OJEKTPOHHBIE  (UATHBIE JACHBIU  (PaBHBI
rOCYyJapCTBEHHbIM BaJlOTaM) M OJJIGKTPOHHbIE He(puaTHbIE JEHbI'M (HE paBHBI
rOCy/IapCTBEHHBIM BAIIIOTAM).

OcHOBHBIE COBETHI IO 0€30MacHOI paboTe ¢ AIEKTPOHHBIMU JICHbIAMHU:

1. IlpuBsku Kk cueTry MOOWIbHBIA TenedoH. DTO camblii yIOOHBIA M OBICTPBIN
CIoco0 BOCCTAHOBUTH JOCTYI K cueTy. [IpuBsi3aHHbI TenepoH MOMOXKET, eCiu
3a0ynelrb CBOM TUIATEKHBIM Mapoib WM 3aiJiellb Ha CAalT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonp3yit omHopaszoBsie napoiu. [locie nepexoa Ha yCUIIEHHYIO aBTOPHU3AIINIO
Tebe yXe He OyAeT yrpoxkarb OMacHOCTb KPaKM WM TepexBaTa IUIaTeKHOIO
apoJs;

3. BriOepu cioxusbiil mapons. [Ipectynnukam OyaeT He MPOCTO yrajaaTh CIOKHBIN
napoib. HajgexxHele napoiau — 3T0 Naposik, KOTOpbIE COIepkKaT HE MEHEe 8 3HAKOB



U BKJIIOYAIOT B Ce0sl CTPOYHBIC W TPOMKCHBbIC OYKBBI, HU(DPB U HECKOIBKO
CHMBOJIOB, TaKM€ KaK 3HAK joiuiapa, (pyHTa, BOCKIMIATEIbHBIH 3HAK M T.II.
Hanpumep, $tROng!;;

4. He BBOIY CBOM JIMYHBIC JAHHBIC HA CaliTaX, KOTOPBIM HE JOBEPSICIIIb.

JJIeKTPOHHASA MOYTA

OJIEKTPOHHASI MOYTa — 3TO TEXHOJIOTHS M MPEIOCTABIIIEMBIE €H0 YCIYI'H IO
MEPEChUIKE W TOJYYEHHUIO 3JIEKTPOHHBIX COOOILEHUH, KOTOpbIE pacHpelesioTcs B
KOMITBIOTEPHOM CETH.

OOBIYHO DJEKTPOHHBIM TMOYTOBBIM SIIUK BBIMJISIAAT CIEAYIOUIUM 00pa3oM:
UMS_TI0JIb30BaTENA(@UMS_JIOMEHA.

Taxxe kpoMe mepeaady MPOCTOTO TEKCTA, MMEETCS BO3MOXHOCThH IEPENaBaTh
(baibl.

OcHOBHBIE COBETHI IO 0€30MaCHON padoTe C MEKTPOHHOU MOYTOM:

1. Hano BbIOpaTh MpaBHIIBHBIA MOYTOBBINA CepBUC. B MHTEpHETE €CTh OrPOMHBIM
BBIOOP OECIUTATHBIX TMOYTOBBIX CEPBUCOB, OJHAKO Jydllle JIOBEPSTH TEM, KOTO
3HACIIb ¥ KTO NIEPBBIM B PEUTUHTIE;

2. He ykaspiBali B IWM4yHOW mouTe JuuHyro wuHpopmamnmio. Hampumep, myudrine
BbIOpaTh «My3bIKaNIbHBINA (haHaT@» unu «pok2013» BMecto «remal3»;

3. Hcrnonp3yit ABYXATamHyIO aBTOPH3ALMIO. JTO KOrjJa MOMHMO Mapojs HYKHO
BBOJIUTH KOJI, MPUCHUIAEMBbIN 110 SMS;

4. BpiOepu CiOXHBIN mapoiib. [l KaXa0ro Mo4ToBOro SIUKa JTOJKEH OBITh CBOU
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOXXHOCThH HamucaTh CaMOMY CBOM JIMYHBIM BOIPOC, UCIONB3YH
9Ty BO3MOXHOCTb;

6. VMcrnonb3yil HECKOJIBKO MOYTOBBIX SITUKOB. [IepBBIM NJ11 4aCTHOM MEPENHCKH C
ajgpecataMu, KOTOPBIM Thl JOBEpSiClIb. ODTO SJECKTPOHHBIM aapec HE Hao
MCIOJIb30BaTh MIPH PErucTpaluy Ha popymax u caiTax;

/. He oTkpeiBail (pailsibl U Ipyrue BIOKEHUS B MUCbMax J1a)Ke €CJIU OHU MPUILUINA OT
TBOUWX Jipy3el. Jlydiiie yTouyHu y HUX, OTIIPABIISUIN JI OHU TeOe ATH (aiiibl;

8. Ilocne oxoH4aHusi pabOTHI Ha TIOYTOBOM CEPBUCE IMEPE] 3aKPHITHEM BKIIAJIKH C
caiiToM He 3a0yab HAKaTh Ha « BRIATIY.

Ku6epOysiMHr UM BUPTyaJjibHOE U3/1€BATEJIbCTBO

KubepOymnuar — npecneqoBaHre COOOIICHUSIMU, COACPKAIIUMHU OCKOPOJIECHMUS,
arpeccHio, 3amyruBaHUE; XYJIWTaHCTBO; COIHMAIbHOE OONKOTHpPOBAaHHE C IOMOIIbIO
pa3INYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO 00pb0OE ¢ KMOEPO yITMHI OM:

1. He Opocaticst B 60#. Jlyumuii cioco0: mMOCOBETOBAThCS Kak ceOsl BECTH U, €CIU

HET TOT0, K KOMY MOXXHO OOpaTHThCS, TO BHayalle YCHOKOWTbCA. Ecimu Tbl



HaYyHelllb OTBEYaTh OCKOPOJICHUSIMU Ha OCKOpPOJIEHMS, TO TOJBKO elle OoJiblie
pa3oXOKeITh KOH(IIUKT;

2. Ympaisi cBoeil kubeppenyTaiuei;

3. AHOHMMHOCTH B ceTd MHUMas. CyIIecTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOHT 3a
AHOHMMHBIM aKKayHTOM,;

4. He cTouT BecTH XyJIUTraHCKUN o0pa3 BUPTyalbHOU kxu3HU. UHTEpHET (pukcupyer
BCE TBOM JICHCTBUS U COXPaHSIET UX. Y JAIUTh UX OYJEeT KpaitHe 3aTpyIHUTEIHHO;

5. Coburos1ail CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyii equHu4HBIA HeratuB. OIHOpPA30BBIE OCKOPOUTENHHBIC COOOIICHUS
Jqydile urHopupoBaThb. OOBIUHO arpeccus MpeKpaIlaeTcs Ha HauyalbHOW CTaJANH;

/. ban arpeccopa. B mnporpammax oOMeHa MIHOBEHHBIMH COOOILIEHUSIMH, B
COLIMAIBHBIX CETSX €CThb BO3MOXKHOCTb OJIOKUPOBKHM OTIIPaBKU COOOLICHUM C
OIIPEEIICHHBIX a/IPECOB;

8. Eciu b1 cBuzperens kubepOyuinHra. TBoum AeHCTBHS: BBICTYOUTH MPOTHB
IIpeciIeIoBaTeNsl, MOKa3aTh €My, YTO €ro JIEHCTBHUsS OLIEHWBAKOTCS HEraTUBHO,
NOJIJIEPXKATh KEPTBY, KOTOPOW HY)KHA IMCHXOJIOTMYEcKas MOMOIIb, COOOUIUTh
B3pOCIIBIM O (PaKTE arpecCUBHOIO OBEJICHUS B CETH.

MooOuibHbIN Tes1ed)oH

CoBpeMeHHbIC cMapTGOHBI M IUIAHIIETHI COACPKAT B CeOC BITOJHE B3POCIBII
GyHKIIMOHAJI, © TeHNeph OHM MOTYT KOHKYpPHPOBaTh CO  CTallMOHAPHBIMU
KoMmbioTepamu. OJIHAKO, CPEACTB 3aIIUTHI JJISI MOAOOHBIX YCTPOMCTB TOKa OYEHb
Malio.

TecTupoBaHUE U TIOUCK YS3BUMOCTEH B HUX MPOUCXOJIUT HE TaK MHTEHCUBHO, KaK
s TTK, To e camoe kacaeTcss 1 MOOMIIBHBIX MPUTOKCHUT.

CoBpeMeHHBIE MOOWJIBHBIE Opay3ephl yKe MPaKTUYECKU JOTHAJIU HACTOJIbHBIC
aHAJIOTH, OJHAKO paciiupeHue (PyHKIMOHAa BICUET 32 COOO0H OOBIIYIO CIIOKHOCTh U
MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He BCe TMPOU3BOJUTENN BBIMYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIIUE
KPUTHUYECKHUE YA3BUMOCTH JIJISI CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MIaCHOCTH MOOUJILHOTO TelleoHa:

1. Huugero He sBIsETCA MO-HACTOSIIIEMY OeCTUTaTHBIM. byib OCTOpOKEH, Beah Koraa
TeOe TpejuiararoT OecIlaTHbI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHE-TO
MJIaTHBIE YCIIYTH;

2. Iymaii, npexae yeM otnpaButh SMS, ¢hoTo unu Bugeo. Thl TOYHO 3HAEHIb, T
OHM OYJyT B KOHEUHOM UTOTe?

3. Heob6xoammo 0OHOBIISITH OMEPAIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

4. Vcnionb3yl aHTUBHUPYCHBIC MPOTPAMMBI JIJISI MOOUJIBHBIX TeJIe()OHOB;



He 3arpyxail npuiiokeHHs OT HEM3BECTHOTO HMCTOYHHMKA, BEIb OHHM MOTYT
CoJZiepKaTh BPEJOHOCHOE MTPOrpPaMMHOE 0OecTIeueHHE;

[Tocne Toro kak Thl BBIWJEIIb C CaiiTa, Ii€ BBOAMWII JIMUYHYIO HH(POPMALIUIO, 3al 11
B HACTPOMKH Opay3epa u yaanu cookies;

[lepuoanueckn mNpoBEPsid KakKWE IUIATHBIE YCIYrM AaKTUBUPOBAHbI HAa TBOEM
HOMEpE;

JlaBaii cBOil HOMEp MOOMIBHOTO TeledOoHa TOIBKO JIOSM, KOTOPHIX ThI 3HACIIH
U KOMY JOBEpSIEUIb;

Bluetooth nomken ObITh BBIKIIOUEH, KOT/IA Thl UM HE TMoONb3yenibes. He 3a0biBaii
MHOT 12 IPOBEPATH 3TO.

Online urpsi

COBpeMeHHBIe OHHafIH'HFpBI — 39TO KPACOYHBIC, 3aXBATBIBAIOIIHNC PA3BJIICYCHMA,

O6'I>C,Z[I/IH}II-OH_II/IC COTHH THICAY YCIIOBCK 110 BCCMY MHUDY. HI‘pOKI/I HCCIICAYIOT ,Z[&HHLIIZ M

MUp, OOIIAIOTCS APYr C APYroM, BHINOJHSIOT 3aJaHMs, CPaXKalOTCS C MOHCTpPaMH U
IIOJIy4AarOT ONBIT. 3a YIOBOJBCTBUE OHU IUIATAT: NOKYNAKT JHCK, OIUIAYUBAIOT

a0OHEMEHT WJIM MPUOOPETAIOT KAKHE-TO OMIIUH.

Bce atu cpenctBa uayt Ha moasiepKaHHE M Pa3BUTHE WIPHI, a TaKXKE HA caMmy

0€e30IMacHOCTb: COBCPIICHCTBYIOTCS CUCTCMbI aBTOPU3alliK, BBIITYCKAKOTCSA HOBBIC ITATYHU

(mmdpoBbIe 3aIIaTKH 711 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,ZI06HI>IX urpax CTouT OI1aCaTtbCAa HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO

KpaXy TBOCTO I1apOJIsi, HA KOTOPOM OCHOBAaHa CHUCTEMA aBTOPHU3allUN OOJBIIMHCTBA urp.

No Ok w

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOTO aKKayHTA:

Ecnu npyroéi urpok Beger cebsi MIOXO WM co3faeT Tebe HENpUsITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

[Toxanyiics aAMUHUCTpATOpaM WIPbl Ha IUIOXO€ IOBEIEHUE 3TOr0 HIPOKA,
KEIATEIbHO NPWIOKUTh KAKUE-TO JOKA3aTEIbCTBA B BUJE CKPHUHOB;

He yxa3spiBaii tuuHyo nHGOpMaIuio B mpodaiisie urpsr;

YBaxai Ipyrux y4acTHUKOB I10 UTPE;

He ycranaBnuBait HeopuIMaibHbIC TATYH U MOJIBI,

Hcnonb3yl CII0KHBIE U pa3HbIE [1ApOJIY;

Jlaxxe BO Bpemsi UTPbl HE CTOMT OTKJIFOYaTh aHTUBHPYC. [IoKa ThI urpaems, TBOU
KOMIIBIOTEP MOT'YT 3apPa3HTh.

@OUIIUHT WIN Kpaka JIMYHbIX JaHHbIX

OOBIUHOM KpaXkel JeHET W JOKYMEHTOB CEroJlHs YK€ HUKOT'O0 HE yJIUBHIIb, HO C

pa3sBUTHUEM I/IHTepHCT'TCXHOHOFI/Iﬁ 3JIOYMBINIJICHHHUKH IICPEMCCTUIIMChL B HMHTCPHCT, U

MMpOAO0JIZKAIOT 3aHUMATBCA «TIOOMMBIM JACIOM.

Tak nmosiBuiIach HOBast yrpo3a: HHTCPpHECT-MOIICHHUYCCTBA UJIU (bl/IHIPIHI“, r’raBHas1

HEJIb KOTOPOIO0 COCTOUT B IMOJTYYCHHU KOH(I)I/II[GHL[I/IEIJ]BHBIX JaHHBIX MOJb30BaTeIIC —



noruHoB U naposiedd. Ha anrnuiickoM si3bike phishing unurtaercs kak ¢umuHr (ot fishing
— pBIOHAs J0BIIA, password — mapossb).
OcHOBHBIE COBETHI 10 00pbOE C (PUITUHTOM:

1. Cnean 3a cBouM akkayHTOM. Ecii Thl mojgo3peBaellb, YTO TBOS aHKeTa OblLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBAaTh €€ U COOOLIUTH aJMUHHCTpaTOpam
pecypca 00 3TOM KaK MOXHO CKOPEE;

2. Vcnonp3yit Oe3omacHele BeO-CaWTBl, B TOM YHCJIC, HHTECPHET-Mara3uHOB H
IIOMCKOBBIX CUCTEM;

3. Hcnonp3yit ciokHbIe M pa3Hble mapoiu. Takum oOpa3oM, eciiu TeOs B3JIOMAIOT,
TO 3JI0YMBIIUIEHHUKH IOJIy4aT JOCTYH TOJBKO K OJHOMY TBOEMY NPOQUIIO B
CETH, a HE KO BCEM,;

4. Ecnu TeOs B3oMaliu, TO HEOOXOJUMO MPENyNpPEdUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBJIEHBl y T€0S B IPY3bSX, O TOM, YTO T€Os B3JIOMAJIU U, BO3MOXKHO,
OT TBOETO UMEHU OYJET pacchlIaThCs CllaM U CCHUIKU Ha (DUIITMHT OBbIE CAlThI;

5. YcranoBu HagexHbil napoib (PIN) Ha MoOMIbHBIN TenedoH;

o

OTkJIIOUM cOXpaHEeHue naposs B Opaysepe;
7. He oTkpsiBail (paitsibl U Apyrue BIOXKEHHS B MUCbMax J1ayKe €CJIU OHU MPUIILTH OT
TBOUX Apy3el. JIyunie yTouHu y HUX, OTIPABIISUIA JI OHU TeOe 3TU (hailsibl;

MudpoBas penyramus

Hudposas pemyraius — 3TO HEraTUBHAS WM MO3UTUBHAA WH(MOPMAIUS B CETU O
tebe. Kommnpomerupyromass wuHbopManus pa3MelieHHAs B HHTEPHETE MOXKET
CEpbE3HBIM 00Pa30M OTPA3UTHCS HA TBOCH PEAIbHON KU3HHU.

«dudpoBas pemnyranus» — 3TO TBOW HMHIK, KOTOPBIM Qopmupyercs wu3
uH(popmaIuu o Tede B UHTEPHETE.

TBOe MecTO KHUTENbCTBa, y4eObl, TBO€ (PUHAHCOBOE MOJOKEHHUE, OCOOEHHOCTH
XapakTepa U pacckasbl 0 OJU3KUX — BCE ATO HAKAIUIMBAETCS B CETH.

MHorue TOAPOCTKM JIETKOMBICIIEHHO OTHOCSATCA K MYOJUKaIMK JTUYHOU
uHpopmanmu B HMHTepHeTe, HE MOHUMAs BO3MOXKHBIX MOCIEACTBUU. Thl Naxke He
CMOJXEITb JIOTaaThess O ToM, 4To dororpadus, pazMerieHHass 5 JeT Hazajl, crajia
MPUYUHON OTKa3a MPUHATH T€Os Ha padoTy.

KommenTtapuu, pasmenienne TBoux ¢Gotorpaduii u Ipyrue IDEUCTBUS MOTYT HE
MCYE3HYTh Ja)K€ IMOCJE TOro, Kak Thl UX yJIadullb. Tbl HE 3HAClIb, KTO COXPAaHUII 3Ty
uH(poOpMaIMIO, ToMaja JIM OHA B IOMCKOBBIE CHCTEMbl M COXpPAaHWUJIACh JIM OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKpYXKalollee JIIOIU, KOTOPbIe HAWIYT U YBUIAT 3TO.
Haiitu uadopmaiiuio MHOTO JIET CIYCTSI CMOXKET JIF00OM — KaK U3 T00PBIX MOOYKICHHH,
TaK U C HAMEPEHUEM MPUUUHUTH BPE. ITO MOXKET OBITh KTO YT'OJIHO.

OCHOBHBIE COBETHI 1O 3alIUTE HU(PPOBOH permyTaluu:



1. Tlomymaii, mpexe 4eM 4To-TO MyOIMKOBATh M MepeiaBaTh y ceOsl B 0JI0Te WU B
COIIMAJIbHOM CETH;

2. B Hactpoiikax nmpoduis yCTaHOBU OIpaHWUYCHUS HA MPOCMOTP TBOETO MPOPHIIST U
€ro COZIEP)KUMOT0, ClIeTIail €ro TOIBKO «IJIS APY3ein;

3. He pasmemaii u He ykaspiBail WHGOpMAIMIO, KOTOpash MOXKET KOro-imbo
OCKOPOJIATh WJIK OOUKATh.

ABTOpCKOE NPABO

CoBpeMeHHBIE  IIKOJBHUKM  —  AKTHBHBIE  IOJIb30BaTENM  LIU(PPOBOTo
npoctpancTBa. OHAKO JaJeKO HE BCE 3HAIOT, YTO TMOJH30BAHWEC MHOTHMHU
BO3MOKHOCTSIMH ITU(POBOro Mupa TpeOyeT cOoOJ0/IeHUs PAaB HA MHTEUIEKTYaJTbHYIO
COOCTBEHHOCTb.

TepMuH «MHTEJUIEKTyaJlbHasi COOCTBEHHOCTH» OTHOCUTCA K  Pa3IUYHBIM
TBOPEHUSIM YEJIOBEYECKOTO YyMa, HauyuMHasi C HOBBIX M300pEeTEHM U 3HAKOB,
0003HaYaIONUX COOCTBEHHOCTh HA MPOMYKTHI W YCIYTd , M 3aKaHYMBAs KHUTAMH,
dororpadusimMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE TIpaBa — 3TO TpaBa Ha WHTEIUICKTYaJbHYI0 COOCTBEHHOCTH Ha
MIPOU3BEICHUS HAYKH, JIUTEPATYPhl U HCKYCCTBA.

ABTOpCKHE TIpaBa  BBICTYNAIOT B  KayeCTBE TrapaHTUU  TOro,  4YTO
WHTEJUICKTYa bHBIN/TBOPUECKU TPy aBTOopa HE OyJeT HampacHbIM, JacT €My
CIpaBe/JIMBbIE BO3MOXKHOCTH 3apa0oTaTh Ha pe3yibTaTax CBOETO TPYHa, MOIYUHUThH
W3BECTHOCTH U MTPU3HAHUE.

HukTo 6e3 pasperieHus aBTopa HE MOXKET BOCIPOU3BOJIUTH €r0 MPOU3BEICHUE,
pactpoCTpaHATh, MyOJUIHO JEMOHCTPUPOBATH, MTPOJaBaTh, UMIIOPTUPOBATH, ITYCKATh B
MPOKaT, MyOJUYHO HCIIOIHATH, MOKA3bIBATH/UCIIONHATh B d(Hpe WU pa3Mmemarbh B
HNnrepHere.

Hcnonp30oBaHne «IIUPATCKOTO» MPOTPAMMHOT0 00ECTICUCHHSI MOYKET MPUBECTU KO
MHOTHM pPHUCKaM: OT IOTEPH JAHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKU TBOETO
YCTPOKMCTBA, T/I€ YCTAaHOBJICHA HE JIeTanbHas mporpamMma. He crowTt Takke 3a0bIBaTh,
YTO CYIIECTBYET JeTadbHbIC U OECIIJIaTHBIC MTPOTrPaMMBbI, KOTOPbIE MO>KHO HAWTH B CETH.

O nopraJie

CereBnuoK.pd — TBOU TJIABHBIA COBETYHMK B CETH. 37€Ch ThI MOXEIIh Y3HATH O
0€30MacHOCTU B CETU TMOHATHBIM M JOCTYIIHBIM $I3IKOM, a IPU BO3HUKHOBEHHUU
KPUTHUYECKON CHUTyallud OOpaTUTHCS 3a COBETOM. A TakKe IMPUHSITh ydacTHE B
KOHKYpCaX M CTaTh CaMbIM ITU(POBBIM IPAKIAHUHOM!



